BECAUSE THE WORLD
NEEDS BETTER CODE
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Xcalscan is a next generation source code analysis tool for Static Application Security Testing
(SAST). It analyzes software applications using advanced compiler analysis technology to inspect
data flows, allowing you to detect hard to find defects in the code. Xcalscan helps you develop high
quality code, identify vulnerabilities, and adhere to software and corporate compliance standards.

Accurate and intuitive, Xcalscan identifies issues much
earlier in the Software Development Life Cycle (SDLC).
In effect, you can ‘shift left'in the testing process within
the development timeline, making you far more efficient.
Xcalscan not only enhances productivity, it also analyzes
source code to identify defects that cause memory
corruption, core dumps, buffer overflows, illegal
operations, null pointers and a lot more.

STATIC ANALYSIS

Xcalscan enables fast remediation times which
shorten developer feedback loops. It not only
highlights errors, it gives you guidance to
understand the defect. You can use Xcalscan at
different points during the coding and testing
phases and it works hand-in-hand with manual code
reviews and other testing methods such as white
box, black box or unit testing.

STATIC ANALYSIS
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XCALSCAN BENEFITS
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SOFTWARE APPLICATIONS ARE NOW
MISSION CRITICAL FOR MOST ORGANIZATIONS.

|
Improve software development efficiency Develop high quality and secure code
() Accurately identify code defects with limited (V) Apply early at multiple stages of the SDLC.
false positives. @ Provide detailed reports designed for QA and testers.

@ Visual trace paths to get a holistic view of defects @ Filter results by risk level, defect type & more
in the source code with guidance for remediation. for prioritization '

@ View incremental display report to check fixed, @ Intuitive and easy-to-use web Ul
outstanding and new detects at a glance. '

@ Set actions for each defect and assign to team

\/ . . e
Q Support for multiple languages with cross-file members via email.

and cross-procedure scanning.

M lead in visibility of d lit
<, o . ) ) eam leaders gain visibility of source code quality
O Jenkins integration support, Gerrit support, GitLab early in the SDLC.

/ GitHub support, Eclipse and VS Code IDE plug-in.

@ Shift-left testing reduces remediation costs up
to 15 x compared to later stages.

Xcalscan is a solution based on the quality first and security by design concepts. Independent research &
development for our tools is based on in-depth compiler technologies by experts with local and worldwide
experience. Xcalibyte has strong cooperation with universities and research institutes.



XCALSCAN'S CORE TECHNOLOGY

ADVANCED COMPILER
ANALYSIS TECHNOLOGY

Xcalscan goes beyond ordinary code
pattern analysis working not only at the
Abstract Syntax Tree (AST) level but
also analyzing at the Intermediate
Representation (IR) level, to provide
accurate defect detection and to
generate comprehensive reports that
highlight all errors.



COMBINED, ADVANCED PROGRAM
ANALYSIS METHODS

FLOW ANALYSIS
- Control flow analysis
- Data flow analysis

MULTIPLE SENSITIVITIES
- Object sensitive analysis
- Context sensitive analysis

CROSS-FILE ANALYSIS
CROSS PROCEDURE ANALYSIS

CRITICAL VULNERABILITY DETECTION

- Code compliance violations

XCALSCAN
PROGRAM ANALYSIS
HELPS YOU FIND .
« Hard to find bugs

- Security violations
- Data privacy violations

L]
SOFTWARE VULNERABILITIES The Xcalibyte ruleset for Xcalscan's analysis engine covers important
OCCUR FOR MANY REASONS: vulnerabilities that occur and affect software, including, but not limited to:

- Lack of secure coding practices.
- Constantly changing threats with
new technologies.

- Use of open-source components
with unsecure code.

- Nuances of each programming
language.

- Array Out Of Bounds (AOB)

- Empty Catch Block (ECB)

- Division by Zero (DBZ)

- Dead Variable (DDV)

- Formal and Actual Parameter
Mismatch (FAM)

- Format String Overflow (FMT)
Using Xcalscan is essential for

shift-left testing and early detection Xcalibyte's proprietary rules are further expanded with selected CERT rules.

of defects.

- Null Pointer Dereference (NPD)

- Return Address of Local (RAL)

- Read from External Socket (RXS)

- Use After Free (UAF)
- Use Dangling Reference (UDR)
- Uninitialized Variable (UIV)

- Write to File for Read Only (WRF)



WHO USES XCALSCAN

DEVELOPERS OA PROFESSIONALS

- Helps you learn secure code practices to - Helps you review source code for
keep you compliant with industry and company quality issues, exceptions and errors.
coding standards. « Assign defects to team members

- I[dentify source code defects and vulnerabilities for remediation.
through your IDE early in the SDLC. - Ensure compliance standards

- Benefit of on-hand remediation guidance adherence.

along the way.

SECURITY PROFESSIONALS TECHNOLOGY EXECUTIVES

- Allows you to easily perform reqular - A tool for governance across all
software code audits. software development projects

« Ensure secure coding standards are - Evaluate software health across
always maintained to prevent the business.
data breaches. - Oversight of all software projects

to easily manage risk and deliver your
products on time with significant
cost savings.




DEVELOPER FEEDBACK

The Ul provides a greater
depth of analysis than
other tools.

- Development Team Leader, Education

Great filtering options allows
me to sort and prioritize
defects my way.

- Testing Team Leader, Insurance

It has everything

| need in a SAST tool!
- Chief Technology Officer,

Computer Software

SOURCE: Xcalscan Developer and User Testing 2020

| found the clear defect
explanations very helpful to
understand the issues.

- Software Developer, Computer Software

Clear and precise highlighting
of errors in the code make
remediation easier.

- Developer, Education Management

Trace path visualization really
makes a difference in analysing
the program flow.

- Software Engineer, Medical Devices



XCALSCAN SPECIFICATIONS

Server environment
» Linux, Mac and Windows

SDLC integration

- Source code control - GitHub/ GitLab/ Gerrit
«IDE - VS Code, Eclipse

- Jenkins

Client environment
- Browser - Chrome, Firefox, Safari
« Systems - Windows, Mac, Linux

Programming languages supported
«C/C++
- Java

CONTACT US FOR
A DEMONSTRATION

><]

info@xcalibyte.com

www.xcalibyte.com
‘ ‘ .

Compilers supported
+ GNU C/C++
- Clang

Coding compliance standards supported

« CERT C/C++ coding standard - 90+% level Tand level 2 rules
« CERT-J

+ OWASP Top 10

- CWE Top 25

- CVE

+ MISRA

Restful APl support
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